OPSWAT. PROTOCOL SHEET

METADEFENDER™

Optical Diode XE, SE, and CE

This protocol sheet outlines supported data transfer protocols and specifications for MetaDefender Optical Diode
models XE5, XE15, XEL0, SE5, SE15, CE5, and CE15 within the Fend series.

Protocol Options

Trusted Network AIR GAP Untrusted Network

- TCP/UDP TCP/UDP

HTTP/S HTTP/S

Optical One-Way Transmision
Syslog Input ——— Output Syslog

MetaDefender

SFTP/FTP/FTPS OpticalDiode = SFTP/FTP/FTPS
(Fend])

BACnet Fend Cloud on AWS

MetaDefender Optical Diode [Fend)
One-way communication diodes allow data to be sent securely from protected
networks, increasing operational visibility and keeping threats out.
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OPSWAT. PROTOCOL SHEET

Protocol Combinations for 5, 15 and 50 Series - By Output

Input Output Models
Ethernet TCP Server Ethernet TCP Client All Models
Ethernet UDP Server

Ethernet TLS over TCP Server

Ethernet TCP Server Ethernet UDP Client All Models
Ethernet UDP Server

Ethernet TLS over TCP Server

Ethernet TLS over TCP Server Ethernet TLS over TCP Client All Models
Ethernet HTTP Server Ethernet HTTPS Client XEB0
Ethernet HTTPS Server

Ethernet HTTP Server Ethernet HTTP Client XE50
Ethernet Syslog (over UDP or TCP) Ethernet Syslog (over UDP or TCP) All Models
Ethernet MQTT Client Subscriber Ethernet MQTT Client Publisher XEB0
Ethernet SFTP Server Ethernet SFTP Client All Models
Ethernet FTP Server Ethernet FTP Client All Models
Ethernet FTPS Server Ethernet FTPS Client All Models
Ethernet Modbus TCP Master/Client or listen Ethernet Modbus TCP Slave/Server All Models
RS485 Modbus RTU Master/Client or listen

Ethernet Modbus TCP Master/Client or listen Ethernet Fend Cloud AWS All Models
RS485 Modbus RTU Master/Client or listen TCP Client (JSON)

Ethernet BACnet IP [Listen)

RS485 BACnet MSTP [Listen)

Ethernet LON IP [Listen)

Ethernet Modbus TCP Master/Client or listen Ethernet MQTT Client (Publisher) XEB0
RS485 Modbus RTU Master/Client or listen

Ethernet BACnet IP [Listen]

RS485 BACnet MSTP (Listen]

Ethernet LON IP (Listen]

Ethernet Modbus TCP Master/Client or listen RS485 Modbus RTU Slave/Server SES/SE15 Only
RS485 Modbus RTU Master/Client or listen

Ethernet Modbus TCP Master/Client or listen Cellular Fend Cloud AWS CE5/CE15 Only
RS485 Modbus RTU Master/Client or listen g{;?g:%lsl;? United
Ethernet BACnet IP [Listen)

RS485 BACnet MSTP [Listen])

Ethernet LON IP [Listen)
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Protocol Combinations for b, 15 and 50 Series - By Input

Input

Ethernet

Ethernet

Ethernet

Ethernet

Ethernet
Ethernet
Ethernet
Ethernet
Ethernet
Ethernet

Ethernet

RS485

Ethernet

RS485

Ethernet

TCP Server

UDP Server

TLS over TCP Server

HTTPS Server

HTTP Server

Syslog (over UDP or TCP)
MQTT Client Subscriber
SFTP Server

FTP Server

FTPS Server

Modbus TCP Master/Client or listen

Modbus RTU Master/Client or listen

BACnet IP [Listen)

BACnet MSTP [Listen)

LON IP [Listen)

Output

Ethernet

Ethernet

Ethernet

Ethernet

Ethernet

Ethernet

Ethernet

Ethernet

Ethernet

Ethernet

Ethernet

Ethernet

Ethernet

Ethernet

RS485

Ethernet

Cellular

Ethernet

Ethernet

RS485

Ethernet

Cellular

Ethernet

Ethernet

Cellular

Ethernet

Ethernet

Cellular

Ethernet

Ethernet

Cellular

Ethernet

TCP Client

UDP Client

TCP Client

UDP Client

TLS over TCP Client

TCP Client

UDP Client

HTTPS Client

HTTP Client

HTTP Client

Syslog (over UDP or TCP)

MQTT Client Publisher

SFTP Client

FTP Client

FTPS Client

Modbus TCP Slave/Server
Modbus RTU Slave/Server

Fend Cloud AWS/TCP Client (JSON])
Fend Cloud AWS

MQTT Client (Publisher)

Modbus TCP Slave/Server
Modbus RTU Slave/Server

Fend Cloud AWS/TCP Client (JSON)
Fend Cloud AWS

MQTT Client (Publisher]

Fend Cloud AWS/TCP Client (JSON)
Fend Cloud AWS

MQTT Client (Publisher)

Fend Cloud AWS/TCP Client (JSON])
Fend Cloud AWS

MQTT Client (Publisher)

Fend Cloud AWS/TCP Client (JSON)
Fend Cloud AWS

MQTT Client [Publisher]

PROTOCOL SHEET

Models

All Models

All Models

All Models

XE50

XE50

XE50

All Models
XE50

All Models

All Models

All Models

All Models
SE5/SE15 Only
All Models
CE5/CE15 Only
XE50 Only

All Models
SE5/SE15 Only
All Models
CE5/CE15 Only
XE50 Only

All Models
CE5/CE15 Only
XE50 Only

All Models
CEb/CE15 Only
XE50 Only

All Models
CE5/CE15 Only

XE50 Only

opswat.com


http://www.opswat.com

OPSWAT Product Integrations

PROTOCOL SHEET

5 Series 15 Series 50 Series
OPSWAT Screen View
OPSWAT OPC DA Connector
MetaDefender
Managed File Transfer © ©
MetaDefender Kiosk (%] (<]

OPSWAT.

Protecting the World's Critical Infrastructure

For the last 20 years OPSWAT, a global leader in IT, OT, and
ICS critical infrastructure cybersecurity, has continuously
evolved an end-to-end solutions platform that gives public
and private sector organizations and enterprises spanning
Financial Services, Defense, Manufacturing, Energy,
Aerospace, and Transportation Systems the critical
advantage needed to protect their complex networks

from cyberthreats.

™Iy

Built on a “Trust no file. Trust no device:"" philosophy,
OPSWAT solves customers’ challenges like hardware
scanning to secure the transfer of data, files, and

©2026 OPSWAT Inc. All rights reserved. OPSWAT, Metascan, MetaDefender, MetaDefender Vault, MetaAccess, Netwall, OTfuse,

device access with zero-trust solutions and patented
technologies across every level of their infrastructure.
OPSWAT is trusted globally by more than 2,000
organizations, governments, and institutions across
critical infrastructure to help secure their devices, files,
and networks from known and unknown threats, zero-day
attacks, and malware, while ensuring compliance with
industry and government-driven policies and regulations.

Discover how OPSWAT is protecting the world’s
critical infrastructure and securing our way of life;
visit www.opswat.com.

opswat.com/get-started
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